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Support Phone: (201) 360-4310 Support Email: : itshelp@hccc.edu
Website: https://www.hccc.edu/administration/its/index.html ~ Twitter: @HCCC_ITS

Webex Security

Similar to a physical open access meeting space, it is possible to have a person disrupt an event meant to
bring people together. A rogue participant could potentially interrupt your Webex meeting by joining
uninvited, harassing other participants, or sharing unsolicited content in what is called a Conference Bomb
attack (Zoom Bombing). Your role as the host means you have a responsibility to protect your meeting
participants from such disruptions.

What to do when you are being Conference Bombed

Hosts should know how to resolve an attack correctly. After the first instance of a Conference Bomb attack,
the meeting host should:

EXPEL THE USER

Meeting Help
1. Open the Participants panel and right-
Unmute Me Ctrl+M

click a participant’s name.

2. Several options will appear, including Mute, Stop Mute on Entry
Video, and Expel. Click Expel to kick them out v Entry and Exit Tone
of the meeting. You can also click Expel under ; i:;"ge RoleT "1 Jwite and Remind..

e

the Participants menu in the top menu bar. [ | Copy Mesting Link
i Mute Al v Anyone Can Share Ctrl+Alt+S
Assign Privileges... Ctrl+K

Change Role To

LOCK THE CONFERENCE
For Meetings and Events: 5w
) i i B Notes Polling
1. In the meeting controls click the ellipsis
® Lock meeting
. . Sessiog Breakout Help
2. Click Lock Meeting / Lock Event. & Invite and remind nformation
o ) 0 Copy meeting link Audio & Video Statistics...
For Trglnmg sessions: . Ao comection oo Recording
1. Click on the Session menu on the top menu bar : , Cecorder cettings X
2' CIle Restrict ACCGSS peaker, microphone, and camera Jad
5] Connect to a device Greeting Message...
Session Options...
e @ . ° Restrict Access
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RESTRICT PARTICIPANT PRIVILEGES

1. Inthe Participant menu on the top menu bar
e deselect Anyone can share
o select Mute all and Mute on Entry.

2. InParticipant menu > Assign Privileges, deselect
the options that allow participants to
e Chat with Other Participants / All
Attendees
e Share Documents**
e Send Video*
e Control shared applications remotely

*Send Video is only available in Training. **Share
document is only available in Training and Meetings.
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Meeting Help

Unmute Me
Mute All

Mute on Entry
v Entry and Exit Tone
Invite and Remind...
Copy Meeting Link
¥ Anyone Can Share
Assign Privileges...

Change Role To

Information Technology Services

Ctrl+M

Ctrl+Alt+S

Ctrl+K

Hudson CCC ITS

Meeting Help

Unmute Me

Mute on Entry
¥ Entry and Exit Tone
Invite and Remind...
Copy Meeting Link
V¥ Anyone Can Share
Assign Privileges...

Change Role To

Ctri+M

Ctrl+Alt+S
Ctrl+K

Training session

v ed applications, web
browser, or desktop remotely

Communications
Chat with:
~ Host
Presenter
v Panelists
All attendees

Record the session

Share documents

~ Breakout sessions with:
v~ Host
Presenter
Panelists

All attendees
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3. Click on the View menu on the top menu bar and Audio Participant Meeting Help
deselect Show participant video Full S Alt+E

Panels

v Show Participant Video
Show or Hide Meeting Controls Ctrl+Shift+Q

You can then resume hosting your meeting, being cautious of further suspicious activity.

FURTHER ASSISTANCE

For further information or assistance, please contact ITS at itshelp@hccc.edu
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